CVE Vendor
CVE-2022-218! Microsoft
CVE-2022-225! Apple
CVE-2022-226: Apple
CVE-2022-060! Google
CVE-2022-264i Mozilla
CVE-2022-264i Mozilla
CVE-2021-226( Google
CVE-2021-397! Google
CVE-2022-109 Google
CVE-2022-226" Apple
CVE-2022-226' Apple
CVE-2022-268' Trend Micro
CVE-2022-245; Microsoft
CVE-2022-136: Google
CVE-2022-269; Microsoft

Product
Windows
ioS

WebKit
Chrome
Firefox
Firefox
Pixel

Pixel
Chrome
macOS
i0OS/macOS
Apex Central
Windows
Chrome
Windows

Type

Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Memory Corruption
Logic/Design Flaw
Memory Corruption
Memory Corruption
Logic/Design Flaw

Description Date Discover Date Patched

Win32k Elevation of Privilege ?7?
Memory corruption in IOMobileFrameBuffer ???
Unspecified use-after-free ?7?

Use-after-free in Animation 2022-02-10
Use-after-free inXSLT parameter processing ??7?
Use-after-free in WebGPU IPC Framework  ???
Double free in packet_set_ring 7?
Out-of-bounds write in mali_base_mem ?7?
Type confusion in V8 2022-03-23
Out-of-bounds read in Intel Graphics Driver ???
Out-of-bounds write in AppleAVD ?7?
Arbitrary file upload remote code execution  ???
Windows Common Log File System Driver E ???
Type confusion in V8 2022-04-13
Windows LSA Spoofing Vulnerability ?7?

Advisory
2022-01-11 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21882
2022-01-26 https:/support.apple.com/en-us/HT213053
2022-02-10 https:/support.apple.com/en-us/HT213093
2022-02-15 https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_14.html
2022-03-05 https://www.mozilla.org/en-US/security/advisories/mfsa2022-09/
2022-03-05 https://www.mozilla.org/en-US/security/advisories/mfsa2022-09/
2022-03-07 https://source.android.com/security/bulletin/pixel/2022-03-01
2022-03-07 https://source.android.com/security/bulletin/pixel/2022-03-01
2022-03-25 https://chromereleases.googleblog.com/2022/03/stable-channel-update-for-desktop_25.html
2022-03-31 https:/support.apple.com/en-us/HT213220
2022-03-31 https:/support.apple.com/en-us/HT213220
2022-03-31 https://success.trendmicro.com/dcx/s/solution/000290678?language=en_US
2022-04-12 https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24521
2022-04-14 https://chromereleases.googleblog.com/2022/04/stable-channel-update-for-desktop_14.html
2022-05-10  https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26925
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