
Release Date Last Updated CVE Number CVE Title Publicly Disclosed Exploited Executive Summary Mitigations Tag

12 May 2022 13 May 2022 CVE-2022-30138 Windows Print Spooler Elevation of Privilege Vulnerability No No Windows Print Spooler Components

10 May 2022 10 May 2022 CVE-2022-30130 .NET Framework Denial of Service Vulnerability No No .NET Framework

10 May 2022 10 May 2022 CVE-2022-30129 Visual Studio Code Remote Code Execution Vulnerability No No Visual Studio Code

9 May 2022 9 May 2022 CVE-2022-29972 Insight Software: CVE-2022-29972 Magnitude Simba Amazon Redshift ODBC Driver Yes No Self-hosted Integration Runtime

9 May 2022 9 May 2022 CVE-2022-29972 Insight Software: CVE-2022-29972 Magnitude Simba Amazon Redshift ODBC Driver Yes No Self-hosted Integration Runtime

10 May 2022 10 May 2022 CVE-2022-29151 Windows Cluster Shared Volume (CSV) Elevation of Privilege Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29150 Windows Cluster Shared Volume (CSV) Elevation of Privilege Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29148 Visual Studio Remote Code Execution Vulnerability No No Visual Studio

10 May 2022 10 May 2022 CVE-2022-29148 Visual Studio Remote Code Execution Vulnerability No No Visual Studio

10 May 2022 10 May 2022 CVE-2022-29145 .NET and Visual Studio Denial of Service Vulnerability No No .NET and Visual Studio

10 May 2022 10 May 2022 CVE-2022-29142 Windows Kernel Elevation of Privilege Vulnerability No No Windows Kernel

10 May 2022 10 May 2022 CVE-2022-29141 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29140 Windows Print Spooler Information Disclosure Vulnerability No No Windows Print Spooler Components

10 May 2022 10 May 2022 CVE-2022-29139 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29138 Windows Clustered Shared Volume Elevation of Privilege Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29137 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29135 Windows Cluster Shared Volume (CSV) Elevation of Privilege Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29134 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29134 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29133 Windows Kernel Elevation of Privilege Vulnerability No No Windows Kernel

10 May 2022 10 May 2022 CVE-2022-29132 Windows Print Spooler Elevation of Privilege Vulnerability No No Windows Print Spooler Components

10 May 2022 10 May 2022 CVE-2022-29131 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29130 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29130 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29129 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29128 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-29127 BitLocker Security Feature Bypass Vulnerability No No Windows BitLocker

10 May 2022 10 May 2022 CVE-2022-29127 BitLocker Security Feature Bypass Vulnerability No No Windows BitLocker

10 May 2022 10 May 2022 CVE-2022-29126 Tablet Windows User Interface Application Core Elevation of Privilege Vulnerability No No Tablet Windows User Interface

10 May 2022 10 May 2022 CVE-2022-29125 Windows Push Notifications Apps Elevation of Privilege Vulnerability No No Windows Push Notifications

10 May 2022 10 May 2022 CVE-2022-29123 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29123 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29122 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29122 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29121 Windows WLAN AutoConfig Service Denial of Service Vulnerability No No Windows WLAN Auto Config Service

10 May 2022 10 May 2022 CVE-2022-29120 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29120 Windows Clustered Shared Volume Information Disclosure Vulnerability No No Windows Cluster Shared Volume (CSV)

10 May 2022 10 May 2022 CVE-2022-29117 .NET and Visual Studio Denial of Service Vulnerability No No .NET and Visual Studio

10 May 2022 10 May 2022 CVE-2022-29116 Windows Kernel Information Disclosure Vulnerability No No Windows Kernel

10 May 2022 10 May 2022 CVE-2022-29116 Windows Kernel Information Disclosure Vulnerability No No Windows Kernel

10 May 2022 10 May 2022 CVE-2022-29115 Windows Fax Service Remote Code Execution Vulnerability No No Role: Windows Fax Service

10 May 2022 10 May 2022 CVE-2022-29114 Windows Print Spooler Information Disclosure Vulnerability No No Windows Print Spooler Components

10 May 2022 10 May 2022 CVE-2022-29113 Windows Digital Media Receiver Elevation of Privilege Vulnerability No No Windows Media

10 May 2022 10 May 2022 CVE-2022-29113 Windows Digital Media Receiver Elevation of Privilege Vulnerability No No Windows Media

10 May 2022 10 May 2022 CVE-2022-29112 Windows Graphics Component Information Disclosure Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-29112 Windows Graphics Component Information Disclosure Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-29110 Microsoft Excel Remote Code Execution Vulnerability No No Microsoft Office Excel

10 May 2022 10 May 2022 CVE-2022-29110 Microsoft Excel Remote Code Execution Vulnerability No No Microsoft Office Excel

10 May 2022 10 May 2022 CVE-2022-29109 Microsoft Excel Remote Code Execution Vulnerability No No Microsoft Office Excel

10 May 2022 10 May 2022 CVE-2022-29109 Microsoft Excel Remote Code Execution Vulnerability No No Microsoft Office Excel

10 May 2022 10 May 2022 CVE-2022-29108 Microsoft SharePoint Server Remote Code Execution Vulnerability No No Microsoft Office SharePoint

10 May 2022 10 May 2022 CVE-2022-29107 Microsoft Office Security Feature Bypass Vulnerability No No Microsoft Office

10 May 2022 10 May 2022 CVE-2022-29107 Microsoft Office Security Feature Bypass Vulnerability No No Microsoft Office

10 May 2022 10 May 2022 CVE-2022-29107 Microsoft Office Security Feature Bypass Vulnerability No No Microsoft Office

10 May 2022 10 May 2022 CVE-2022-29106 Windows Hyper-V Shared Virtual Disk Elevation of Privilege Vulnerability No No Role: Windows Hyper-V

10 May 2022 23 May 2022 CVE-2022-29105 Microsoft Windows Media Foundation Remote Code Execution Vulnerability No No Windows Media

10 May 2022 10 May 2022 CVE-2022-29104 Windows Print Spooler Elevation of Privilege Vulnerability No No Windows Print Spooler Components

10 May 2022 10 May 2022 CVE-2022-29103 Windows Remote Access Connection Manager Elevation of Privilege Vulnerability No No Windows Remote Access Connection Manager

10 May 2022 10 May 2022 CVE-2022-29102 Windows Failover Cluster Information Disclosure Vulnerability No No Windows Failover Cluster Automation Server

10 May 2022 10 May 2022 CVE-2022-26940 Remote Desktop Protocol Client Information Disclosure Vulnerability No No Remote Desktop Client

10 May 2022 10 May 2022 CVE-2022-26939 Storage Spaces Direct Elevation of Privilege Vulnerability No No Windows Storage Spaces Controller

10 May 2022 10 May 2022 CVE-2022-26938 Storage Spaces Direct Elevation of Privilege Vulnerability No No Windows Storage Spaces Controller

10 May 2022 10 May 2022 CVE-2022-26937 Windows Network File System Remote Code Execution Vulnerability No No

<p>Mitigation refers to a setting, common configuration, or general best-practice, existing in a default state, that could reduce the severity of exploitation of a vulnerability. The following mitigating factors might be helpful in your situation:</p>
<p>This vulnerability is not exploitable in NFSV4.1.  Prior to updating your version of Windows that protects against this vulnerability, you can mitigate an attack by disabling NFSV2 and NFSV3.  This may adversely affect your ecosystem and should only be used as a temporary mitigation.</p>
<p>The following PowerShell command will disable those versions:</p>
<p><code>PS C:\Set-NfsServerConfiguration -EnableNFSV2 $false -EnableNFSV3 $false</code></p>
<p>After this, you will need to restart NFS server or reboot the machine.</p>
<p>To restart NFS server, start a <strong>cmd</strong> window with <strong>Run as Administrator</strong>, enter the following commands:</p>
<ul>
<li><strong>nfsadmin server stop</strong></li>
<li><strong>nfsadmin server start</strong></li>
</ul>
<p>To confirm that NFSv2 and NFSv3 have been turned off, run the following command in a Powershell window:</p>
<p><code>PS C:\Get-NfsServerConfiguration</code></p>
<p>Here is the sample output, and notice the EnableNFSv2 and EnableNFSv3 are &quot;False&quot; now:</p>
<pre><code>State : Running
LogActivity :
CharacterTranslationFile : Not Configured
DirectoryCacheSize (KB) : 128
HideFilesBeginningInDot : Disabled
EnableNFSV2 : False
EnableNFSV3 : False
EnableNFSV4 : True
EnableAuthenticationRenewal : True
AuthenticationRenewalIntervalSec : 600
NlmGracePeriodSec : 45
MountProtocol : {TCP, UDP}
NfsProtocol : {TCP, UDP}
NisProtocol : {TCP, UDP}
NlmProtocol : {TCP, UDP}
NsmProtocol : {TCP, UDP}
PortmapProtocol : {TCP, UDP}
MapServerProtocol : {TCP, UDP}
PreserveInheritance : False
NetgroupCacheTimeoutSec : 30
UnmappedUserAccount :
WorldAccount : Everyone
AlwaysOpenByName : False
GracePeriodSec : 240
LeasePeriodSec : 120
OnlineTimeoutSec : 180
</code></pre>
<p>To re-enable NFSv2/v3 when machine is patched, enter the following command:</p>
<p><code>Set-NfsServerConfiguration -EnableNFSV2 $True -EnableNFSV3 $True  </code></p>
<p>Again after this, you will need to restart NFS server or reboot the machine.</p>

Windows Network File System

10 May 2022 10 May 2022 CVE-2022-26937 Windows Network File System Remote Code Execution Vulnerability No No Windows Network File System

10 May 2022 10 May 2022 CVE-2022-26936 Windows Server Service Information Disclosure Vulnerability No No Windows Server Service

10 May 2022 10 May 2022 CVE-2022-26936 Windows Server Service Information Disclosure Vulnerability No No Windows Server Service

10 May 2022 10 May 2022 CVE-2022-26935 Windows WLAN AutoConfig Service Information Disclosure Vulnerability No No Windows WLAN Auto Config Service

10 May 2022 10 May 2022 CVE-2022-26935 Windows WLAN AutoConfig Service Information Disclosure Vulnerability No No Windows WLAN Auto Config Service

10 May 2022 10 May 2022 CVE-2022-26934 Windows Graphics Component Information Disclosure Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-26934 Windows Graphics Component Information Disclosure Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-26933 Windows NTFS Information Disclosure Vulnerability No No Windows NTFS

10 May 2022 10 May 2022 CVE-2022-26932 Storage Spaces Direct Elevation of Privilege Vulnerability No No Windows Storage Spaces Controller

10 May 2022 10 May 2022 CVE-2022-26932 Storage Spaces Direct Elevation of Privilege Vulnerability No No Windows Storage Spaces Controller

10 May 2022 10 May 2022 CVE-2022-26931 Windows Kerberos Elevation of Privilege Vulnerability No No Windows Kerberos

10 May 2022 10 May 2022 CVE-2022-26931 Windows Kerberos Elevation of Privilege Vulnerability No No Windows Kerberos

10 May 2022 10 May 2022 CVE-2022-26930 Windows Remote Access Connection Manager Information Disclosure Vulnerability No No Windows Remote Access Connection Manager

10 May 2022 10 May 2022 CVE-2022-26927 Windows Graphics Component Remote Code Execution Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-26926 Windows Address Book Remote Code Execution Vulnerability No No Windows Address Book

10 May 2022 10 May 2022 CVE-2022-26926 Windows Address Book Remote Code Execution Vulnerability No No Windows Address Book

10 May 2022 10 May 2022 CVE-2022-26925 Windows LSA Spoofing Vulnerability Yes Yes Microsoft Local Security Authority Server (lsasrv)

10 May 2022 10 May 2022 CVE-2022-26925 Windows LSA Spoofing Vulnerability Yes Yes Microsoft Local Security Authority Server (lsasrv)

10 May 2022 10 May 2022 CVE-2022-26923 Active Directory Domain Services Elevation of Privilege Vulnerability No No Windows Active Directory

10 May 2022 10 May 2022 CVE-2022-26923 Active Directory Domain Services Elevation of Privilege Vulnerability No No Windows Active Directory

<p>Mitigation refers to a setting, common configuration, or general best-practice, existing in a default state, that could reduce the severity of exploitation of a vulnerability. The following mitigating factors might be helpful in your situation:</p>
<p>A system is vulnerable only if Active Directory Certificate Services is running on the domain.</p>

10 May 2022 10 May 2022 CVE-2022-26923 Active Directory Domain Services Elevation of Privilege Vulnerability No No Windows Active Directory

12 Apr 2022 11 May 2022 CVE-2022-26915 Windows Secure Channel Denial of Service Vulnerability No No Windows schannel

10 May 2022 10 May 2022 CVE-2022-26913 Windows Authentication Security Feature Bypass Vulnerability No No Windows Authentication Methods

10 May 2022 10 May 2022 CVE-2022-26913 Windows Authentication Security Feature Bypass Vulnerability No No Windows Authentication Methods

10 May 2022 10 May 2022 CVE-2022-26913 Windows Authentication Security Feature Bypass Vulnerability No No Windows Authentication Methods

12 Apr 2022 10 May 2022 CVE-2022-26788 PowerShell Elevation of Privilege Vulnerability No No Windows PowerShell

8 Mar 2022 16 May 2022 CVE-2022-24522 Skype Extension for Chrome Information Disclosure Vulnerability No No Skype Extension for Chrome

8 Mar 2022 16 May 2022 CVE-2022-24522 Skype Extension for Chrome Information Disclosure Vulnerability No No Skype Extension for Chrome

8 Mar 2022 16 May 2022 CVE-2022-24522 Skype Extension for Chrome Information Disclosure Vulnerability No No Skype Extension for Chrome

12 Apr 2022 10 May 2022 CVE-2022-24513 Visual Studio Elevation of Privilege Vulnerability No No Visual Studio

10 May 2022 10 May 2022 CVE-2022-24466 Windows Hyper-V Security Feature Bypass Vulnerability No No Role: Windows Hyper-V

10 May 2022 10 May 2022 CVE-2022-24466 Windows Hyper-V Security Feature Bypass Vulnerability No No Role: Windows Hyper-V

10 May 2022 10 May 2022 CVE-2022-24466 Windows Hyper-V Security Feature Bypass Vulnerability No No Role: Windows Hyper-V

10 May 2022 10 May 2022 CVE-2022-23279 Windows ALPC Elevation of Privilege Vulnerability No No Microsoft Windows ALPC

10 May 2022 10 May 2022 CVE-2022-23270 Point-to-Point Tunneling Protocol Remote Code Execution Vulnerability No No Windows Point-to-Point Tunneling Protocol

10 May 2022 10 May 2022 CVE-2022-23270 Point-to-Point Tunneling Protocol Remote Code Execution Vulnerability No No Windows Point-to-Point Tunneling Protocol

10 May 2022 17 May 2022 CVE-2022-23267 .NET and Visual Studio Denial of Service Vulnerability No No .NET and Visual Studio

10 May 2022 10 May 2022 CVE-2022-22713 Windows Hyper-V Denial of Service Vulnerability Yes No Role: Windows Hyper-V

10 May 2022 10 May 2022 CVE-2022-22019 Remote Procedure Call Runtime Remote Code Execution Vulnerability No No Windows Remote Procedure Call Runtime

10 May 2022 10 May 2022 CVE-2022-22017 Remote Desktop Client Remote Code Execution Vulnerability No No Remote Desktop Client

10 May 2022 10 May 2022 CVE-2022-22016 Windows PlayToManager Elevation of Privilege Vulnerability No No Windows Media

10 May 2022 10 May 2022 CVE-2022-22015 Windows Remote Desktop Protocol (RDP) Information Disclosure Vulnerability No No Windows Remote Desktop

10 May 2022 10 May 2022 CVE-2022-22014 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-22013 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-22012 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-22012 Windows LDAP Remote Code Execution Vulnerability No No Windows LDAP - Lightweight Directory Access Protocol

10 May 2022 10 May 2022 CVE-2022-22011 Windows Graphics Component Information Disclosure Vulnerability No No Microsoft Graphics Component

10 May 2022 10 May 2022 CVE-2022-21978 Microsoft Exchange Server Elevation of Privilege Vulnerability No No Microsoft Exchange Server

10 May 2022 10 May 2022 CVE-2022-21978 Microsoft Exchange Server Elevation of Privilege Vulnerability No No Microsoft Exchange Server

10 May 2022 10 May 2022 CVE-2022-21978 Microsoft Exchange Server Elevation of Privilege Vulnerability No No Microsoft Exchange Server

10 May 2022 10 May 2022 CVE-2022-21972 Point-to-Point Tunneling Protocol Remote Code Execution Vulnerability No No Windows Point-to-Point Tunneling Protocol

10 May 2022 10 May 2022 CVE-2022-21972 Point-to-Point Tunneling Protocol Remote Code Execution Vulnerability No No Windows Point-to-Point Tunneling Protocol

13 May 2022 13 May 2022 CVE-2022-1640 Chromium: CVE-2022-1640 Use after free in Sharing
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1640 Chromium: CVE-2022-1640 Use after free in Sharing
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1639 Chromium: CVE-2022-1639 Use after free in ANGLE
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1639 Chromium: CVE-2022-1639 Use after free in ANGLE
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1638 Chromium: CVE-2022-1638 Heap buffer overflow in V8 Internationalization
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1638 Chromium: CVE-2022-1638 Heap buffer overflow in V8 Internationalization
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1637 Chromium: CVE-2022-1637 Inappropriate implementation in Web Contents
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1637 Chromium: CVE-2022-1637 Inappropriate implementation in Web Contents
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1636 Chromium: CVE-2022-1636 Use after free in Performance APIs
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1636 Chromium: CVE-2022-1636 Use after free in Performance APIs
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1635 Chromium: CVE-2022-1635 Use after free in Permission Prompts
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1635 Chromium: CVE-2022-1635 Use after free in Permission Prompts
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1634 Chromium: CVE-2022-1634 Use after free in Browser UI
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

13 May 2022 13 May 2022 CVE-2022-1634 Chromium: CVE-2022-1634 Use after free in Browser UI
<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>

Microsoft Edge (Chromium-based)

26 Mar 2022 10 May 2022 CVE-2022-1096 Chromium: CVE-2022-1096 Type Confusion in V8

<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>
<p>Google is aware that an exploit for CVE-2022-1096 exists in the wild.</p>

Microsoft Edge (Chromium-based)

26 Mar 2022 10 May 2022 CVE-2022-1096 Chromium: CVE-2022-1096 Type Confusion in V8

<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>
<p>Google is aware that an exploit for CVE-2022-1096 exists in the wild.</p>

Microsoft Edge (Chromium-based)

26 Mar 2022 10 May 2022 CVE-2022-1096 Chromium: CVE-2022-1096 Type Confusion in V8

<p>This CVE was assigned by Chrome.  Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see <a href="https://chromereleases.googleblog.com/2022">Google Chrome Releases</a> for more information.</p>
<p>Google is aware that an exploit for CVE-2022-1096 exists in the wild.</p>

Microsoft Edge (Chromium-based)

13 Nov 2018 10 May 2022 ADV990001 Latest Servicing Stack Updates No No
<p>This is a list of the latest servicing stack updates for each operating system.  This list will be updated whenever a new servicing stack update is released. It is important to install the latest servicing stack update.</p>

Servicing Stack Updates

9 May 2022 9 May 2022 ADV220001 Upcoming improvements to Azure Data Factory and Azure Synapse Pipeline infrastructure in response to CVE-2022-29972 No No

<h2>Executive Summary</h2>
<p>Microsoft recently mitigated and remediated a vulnerability affecting Azure Data Factory and Azure Synapse Pipelines. The vulnerability was found in the third-party ODBC data connector used to connect to Amazon Redshift, in Integration Runtime (IR) in Azure Synapse Pipelines, and Azure Data Factory. The vulnerability could have allowed an attacker to execute remote commands across Integration Runtimes.</p>
<p>We addressed the vulnerability with the release of the security updates to remediate <a href="https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972">CVE-20220-29972</a>. In addition, we also worked with the third-party vendor on fixing the vulnerability in the driver which has been released with our latest updates. More information can be found on our <a href="https://aka.ms/SynapsePipelinesUpdate">blog</a>.</p>
<h3>Our Commitment</h3>
<p>Our current and the third-party driver fixes fully address this vulnerability. However, we have identified and are committed to additional improvements to the service, particularly around creating stronger isolation on Azure IR to further safeguard customer workloads.</p>
<p>Our current service provides multiple levels of isolation, and for those customers who prefer greater compute and network isolation, Microsoft offers <a href="https://docs.microsoft.com/en-us/azure/synapse-analytics/security/synapse-workspace-managed-vnet">Azure IR with Managed Virtual Network</a> and <a href="https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime?tabs=data-factory">Self-Hosted Integration Runtime</a>.</p>
<p>We are continuing to work on strengthening tenant isolation across customer workloads on Azure IR without the Managed Virtual Network. Tenant isolation in Azure IR will ensure our customers' Synapse pipeline and Azure Data Factory executions are isolated, and the exposure is contained from vulnerabilities at the application level.</p>
<p>No customer action is expected for this change. However, in the event customers must perform an action in response to these changes, they will be notified via <a href="https://aka.ms/AzureServiceHealth">Azure Service Health Alerts</a>.</p>
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